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The interest in artificial intelligence in
cybersecurity remains high, yet humans
continue to play a critical role.

Since the earliest introduction of artificial intelligence (Al) in the
world of cybersecurity there has been a shared interest among
security leaders that’s rooted in its potential for positive impacts
on critical security concerns. Today, this interest has reached a
fever pitch with the latest evolution of Al including generative Al
(GAI) and large language models (LLMs) like ChatGPT or Google
Bard; along with the benefits and challenges they pose. Yet this
interest has not translated into the full-scale adoption of

Al into organizations’ security programs without some pause
for concern. Still, there's a question that lingers in the minds

of many leaders: How and where do humans fit into the Al-
empowered next generation of security operations?

To examine this question further, Arctic Wolf commissioned
CyberRisk Alliance (CRA) to conduct a survey of over 800
cybersecurity decision-makers in North America and the
United Kingdom and analyzed the results to understand how
organizations are weighing the benefits and risks of deploying
Al tools, and what these tools mean for human practitioners
moving forward.
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Arctic Wolf Research Reveals Tension Exists Between the Demand
for Al-Powered Solutions and the Need for Human Expertise

Since its earliest introduction in the late 1980s as a means of detecting anomalous activity, Al has been seen as a way of
accomplishing tasks with a speed and precision beyond human abilities. Yet Al has never had the ability to operate within a
vacuum, void of human expertise. From the human minds that design and implement machine learning systems, to analysts
tasked with training advanced models to refine their abilities, to the experts that leverage Al data outputs, it seems that
humans and Al are destined to be locked in a symbiotic relationship for the benefit of cybersecurity. Still, the question
remains: As Al development evolves, to what degree does this human-Al partnership exist?

This survey was designed to understand current attitudes among cybersecurity leaders when it comes to the adoption of
emerging artificial intelligence within their existing human-centric security programs. As a core theme, it was found that
although the interest in Al appears to be high, this interest does not translate to leadership being prepared to fully embrace
and trust Al as a solution independent of human expertise. Of the 800+ surveyed, 98% of respondents plan to allocate
some portion of their upcoming cybersecurity budget towards Al, with 52% dedicating over a quarter of their budget in
this area. This highlights that future organizational security programs will be tightly integrated with Al, yet this leaves
leaders questioning who will manage these solutions. When asked about concerns with staffing shortages in an Al powered
future, one respondent stated, “It will make the situation worse, because now we will need security professionals who also
understand Al This sentiment perfectly encapsulates the concern many leaders struggle with in the face of not just Al
adoption, but any modern security tooling.

Research Methodology & Goals

To understand how the cybersecurity community
sees its role evolving as Al becomes a foundational
element of the industry, CRA and Arctic Wolf
deployed a survey to more than 800 IT security
professionals residing in the U.S. and U.K. in
September 2023. The survey sample represents
a senior decision-making audience, with 99% of
respondents identifying as C-level executives, VPs,

or Directors of IT in their respective organizations. . y
Respondents show huge appetite for Al, believing

Based on the data collected, we've identified
several key takeaways:

I.Q‘ Nearly 1 in 3 consider Al to be a primary driver for

their cybersecurity strategy moving forward.

In addition to assessing general cybersecurity it has potential to enhance SOC capabilities.
strategy and readiness, the goal of the survey
was also to examine respondents’ appetite for
Al and expectations for how this technology will
work with human counterparts to deliver the next

generation of security operations.

. Al and human engineers could make a formidable
@ CyberRisk

ALLIANGE team, but lack of skilled experts presents
obstacles to managing Al. ‘
3

Leaders are not prepared to turn the keys over to Al.

Humans play a pivotal role in contextualizing threats
- and data.
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Despite Industry Hype, Investment in Al-Powered Cybersecurity

Solutions Is Still in Its Infancy

From the persistent emphasis within industry publications
to the extensive marketing efforts by cybersecurity
vendors and widespread coverage in national news stories,
the prevalence of artificial intelligence in conversations
underscores a collective curiosity about the transformative
potential of this technology.

However, leaders grapple with a crucial question:
To what extent does this conversation stem from
marketing hype rather than genuine potential?

Security professionals are undeniably enthusiastic about the
potential for Al. Overall, a resounding 64% of respondents
indicated that their organization is highly likely to adopt
an Al-centric solution. This enthusiasm is grounded in
these decision makers’ belief in Al's potential to improve
their overall security posture, particularly in the areas of
“security data analysis” and “providing greater visibility”
within their environment. Among these professionals,
32% believe Al will enhance their ability to detect threats,
21% see a potential to automate response and recovery
actions, and another 21% hope to automate an analyst’s
time-consuming repetitive tasks.

Many leaders also see an opportunity for Al to become
part of an organization’s strategy for reducing the stress
placed on human analysts — with 54% believing Al will

Organizations’ security coverage, by country

35%

B TOTAL
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less than 50%

.

Less than a quarter of organizations have the
majority of their cybersecurity budget
dedicated to Al-powered solutions.

show its value by reducing burnout and staff turnover
among their security teams. It “may bring in some
breathing space to address the skills shortage,” noted one
respondent. Similarly, another mentions that it “may help
to avert burnout among individuals,” by “allowing current
human resources to focus their time on meaningful actions
instead of combing through logs.”

Yet despite the curiosity and enthusiasm, respondents also
expressed hesitations around Al adoption. Our research
found that less than a quarter (22%) of organizations
plan to dedicate a majority of their cybersecurity budget
towards these Al-powered solutions; and only about a
third (36%) see adding Al-centric solutions as a top priority
to improve their cybersecurity readiness. Why does

the enthusiasm not proportionally match the expected
adoption of this technology?

Allocation of 50% or more:

Total: 22%
US: 26%
UK: 16%
20%
5% 6%
50% to 75% Don't know/can'’t estimate
less than 75% or more
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Despite Industry Hype, Investment in Al-Powered Cybersecurity
Solutions Is Still in Its Infancy

In our results we found a series of concerns
expressed directly by decision makers. A top
challenge noted by 39% of respondents was the
“lack of technical staff and the skills to manage
Al solutions” leading to slower adoption. Other
potential stumbling blocks to Al implementation
specifically called out included lack of regulations
regarding this technology, the need for ongoing
maintenance, the cost and unproven ROI, and the
possibilities of additional risk exposures.

Granted, some of these concerns may reduce
over time, but unfortunately others may always
be tied directly to the technology, resulting in a
long road ahead for Al adoption.

NEARLY A

feel their teams lack the technical staff and
skills required to manage Al solutions.
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Top challenges in adopting Al in security operations
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Threat Detection and Automation:
Top Use Cases for Al, But Not the Only Ones

In the time-sensitive landscape of cybersecurity, the ability to quickly detect threats
has long been a critical concern among practitioners, and since its earliest inception,
Al has been seen as a pivotal ally in this area.

According to our research, nearly one in three respondents
(U.S. 26%, U.K. 32%, total 29%) believe “enhanced threat
detection” is the primary benefit of including Al in their
cybersecurity strategy in the next 12 months. This further

underscores the growing belief that Al technologies play a Primary benefits of Al in cybersecurity strategy,
crucial role in fortifying the security posture of organizations, by country

as our findings reveal that 61% of respondents firmly believe

that Al will outperform humans in identifying threats. B TOTAL 32%

This belief is, of course, not without merit considering the H Us.

ability of Al systems to swiftly analyze vast datasets and B UK.

identify subtle patterns that may be undetectable to humans.

This capability contributes significantly to the proactive

identification and mitigation of potential threats, empowering

cybersecurity professionals in their mission to safeguard

digital assets. Furthermore, almost half of the surveyed 24% 24%
professionals, totaling 46%, anticipate that the primary
benefit of Al lies in the automation of response actions
and repetitive tasks such as alert triaging.

14% 14%

of respondents
believe Al will
outperform humans
when it comes to

identifying threats.

Suppression of unwanted Leveraging large language Automation of Automated response  Enhanced threat detection
noise/false positive models to add context to repetitive tasks and recovery
reduction existing data
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Threat Detection and Automation:

Top Use Cases for Al, But Not the Only Ones

Our survey sought to find additional ways in which Al can
benefit a cybersecurity program, and our respondents
provided a series of use cases that reach far beyond
traditional detection. One response focused on user
awareness and highlighted the ability to “personalize
security training content using Al to address specific risks
employees may encounter based on their roles.” This is a
critical benefit when considering the likelihood

of employees to be targeted by an attacker. Another
source noted the possibility to “deploy Al chatbots to
assist employees with security queries, provide real-time
security advice, and automate incident reporting” as a
method of alleviating the pressure placed on security
professionals for these tasks. This would instead allow
them to focus their time on using their abilities to resolve

56

of respondents think that Al-powered technologies
offered by their vendors would have a high impact
on providing security to their organization.
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advanced concerns. Interestingly, a third participant
considered the increase in attacks around business email
compromise (BEC) and recommended “strengthening email
security with Al-based authentication methods to combat
phishing and email spoofing.”

Collectively, these Al capabilities do not represent
actions that humans are incapable of, but instead show
ways in which Al can supplement experts to help fortify
an organization's security program. Overall, 56% of
respondents think that Al-powered technologies offered
by their vendors would have a high impact on providing
security to their organization. This recognition of Al's
capacity to automate and expedite response measures
highlights its role not only in threat detection but also in the
orchestration of swift and effective responses to evolving
cybersecurity challenges. The human-Al partnership is
thus positioned as a dynamic collaboration, leveraging the
strengths of each for a more robust cybersecurity defense.
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Cybersecurity Leaders See Humans as an Essential Component
in Operationalizing the Efficiency Gains Promised by Al

A commonality found throughout our survey results was
the expectation of empowering the human analyst with
Al rather than attempting to substitute for one. As one
participant stated, “Al will make qualified people more
effective and efficient, but not replace them.” While
further recognizing the efficiency gains promised by Al
nearly 39% of cybersecurity leaders expressed a concern
that their teams lack both the technical staff and skills
required to effectively manage Al solutions. This is based
on a multitude of concerns, from the highly technical
nature of these solutions to the increased outputs they
can produce. As noted by one executive respondent, “an
over-reliance on Al can lead to an increase in false alarms,’

which has the potential to further stress security teams
that are often already stretched too thin.

52

Only a slight majority believe that cybersecurity
outcomes enabled by Al tools will be more
cost-efficient than that of humans.
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These concerns point to a crucial gap in the current
landscape, emphasizing the need to acquire these skills if
an organization hopes to fully operationalize the potential
benefits Al brings to cybersecurity. Yet leadership is hesitant
to focus their efforts solely on acquiring such skills as many
still question the value. Despite the growing role of Al, only
a slight majority, comprising 52%, believe that cybersecurity
outcomes enabled by Al tools will be more cost-efficient
than those driven by human intervention. This points

to a cautious optimism among leaders, acknowledging
the potential but remaining discerning about the overall
cost-effectiveness of relying too heavily on Al for
cybersecurity operations.

One noteworthy revelation was found in the number of
respondents (50%) who assert the highest confidence
in humans over Al when it comes to explaining the
context of threats. This underlines the unique cognitive
capabilities that human experts bring to the complex
nature of cybersecurity challenges. These statistics
collectively underscore the pivotal role of humans in the
operationalization of Al within cybersecurity, emphasizing
the need for a balanced human-Al partnership to navigate
the evolving landscape of cyber threats effectively.
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Skepticism of the Near-Term Benefits of Large Language Models:

Expectation vs. Reality

When focusing on the growing discourse surrounding
the integration of large language models (LLMs) in
cybersecurity, questions about the near-term benefits
prevail. One key concern is the persistence of Al
hallucinations, or the generation of a response containing
false information yet presented as fact. This concern
underscores the limitations and potential risks associated
with relying solely on automated systems which are

still far from infallibility. Despite advancements, these
hallucinations remain a problem, emphasizing the need
for a cautious approach in deploying large language
models within an organization’s cybersecurity program.
Acknowledging that Al may only be as good as the
models it learns from, many respondents recognize the
effectiveness of these models varies based on inputs.

It falls upon vendors and organizations to guide and
maintain them, emphasizing the importance of continuous
human oversight to ensure reliable and secure outcomes.

“Maintaining Al hardware infrastructure,
including regular upgrades and repairs,
can be resource-intensive and impact the
longevity of Al deployments.”

— Survey Respondent, "The Role of Al in Cybersecurity" Survey (2023)
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The divergence between expectations and reality is
further highlighted by the resulting data revealing that
only 13% of respondents view leveraging large language
models to add context to existing data as a primary
benefit of Al in cybersecurity tools. This suggests a
misalighment between the anticipated advantages and the
practical outcomes observed in the use of these models.
Additionally, the majority of executives express a belief
that human analysts outperform large language models
and other Al technologies when it comes to explaining
the context of threats. This sentiment underscores the
irreplaceable role of human expertise in interpreting
nuanced and complex cybersecurity scenarios.

The majority of executives express a
belief that human analysts outperform
large language models and other

Al technologies when it comes to

explaining the context of threats.

All of this is not to say however, that LLMs do not

have a future place within a cybersecurity program.
This technology, like other Al capabilities, can provide
an advanced starting point to greatly increase a human
analyst’s response time and minimize the impact of
threats. Therefore, leaders expect there to be some
temporary challenges on the road to Al adoption.
“Ensuring Al security tools work seamlessly with existing
systems can be difficult,” as one response stated.
Fortunately, human expertise may work to bridge this
gap, including reviewing and supplementing the results of
LLMs as a means of correcting these hallucinations and
eliminating the harm their unchecked results may cause.

. A
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Future State of Al in Cybersecurity

Yet navigating possibilities can be done when we look at
the attitudes and opinions of those tasked with making the
decisions for the next generation of security operations.
It's from this research that the recommendation of a
balanced approach emerges as the guiding principle.
Organizations that embrace the Al copilot approach,
fostering a symbiotic relationship between human
expertise and artificial intelligence, are poised for greater
success compared to those attempting to over-rotate

on Al adoption alone. The fact remains that humans are
destined to play an essential role in the overall success of
Al in cybersecurity. The recognition that human intuition,
critical thinking, and contextual understanding are
indispensable in the complex landscape of cybersecurity
reinforces the need for a harmonious collaboration
between human analysts and Al technologies.

While Al remains an exciting prospect, the journey has
not been without its blemishes. When looking towards
future adoption, one leader lamented “implementing Al is
costly as it requires more expenditure on maintaining it.”

About Arctic Wolf°®

While another expressed concern around “Maintaining
Al hardware infrastructure, including regular upgrades
and repairs, which can be resource-intensive and impact
the longevity of Al deployments.” These valid concerns
point to a long road ahead for full Al adoption, especially
when weighed against the expectations for its return on
investment. “Cost premiums for Al-powered solutions
may not have a proven ROl in all use cases,” notes one
decision maker who has found difficulty in justifying the
necessary investment.

As we step into the future, it becomes evident that

the most resilient cybersecurity strategies will be
forged through a strategic human-Al partnership. This
collaborative approach, leveraging the strengths of both
entities, not only enhances threat detection and response
capabilities but also positions organizations to navigate
the evolving cybersecurity landscape with adaptability
and resilience. The future of Al in cybersecurity is one
where human intelligence guides and refines the immense
potential of artificial intelligence, creating a formidable
defense against the possible devastation of the next phase
of emerging threats.

Arctic Wolf is the global leader in security operations, delivering the first
cloud-native security operations platform to end cyber risk. Powered by
threat telemetry spanning endpoint, network, identity, and cloud sources,
the Arctic Wolf® Security Operations Cloud ingests and analyzes trillions
of security events each week to enable critical outcomes for most
security use cases. The Arctic Wolf® Platform delivers automated threat
detection and response at scale and empowers organizations of any size

to stand up world-class security operations with the push of a button!

For more information about Arctic Wolf, visit arcticwolf.com.
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